
A Silver Bullet 
for the Cyber  
Insurance Industry



Current cybersecurity trends have expanded the aggregate attack surface, 
threatening critical infrastructure as well as growth in the cyber insurance space. 
This white paper suggests essential attributes of new technology layers that 
could diminish a significant amount of risk and allow cyber insurance to thrive.

In a recent Forbes article, cyber expert Chuck Brooks shared a list of 3 key  
2021 cyber trends: 

 
What overlapping challenges do these trends present?  
Can new technology solutions disrupt cyberattack perpetrators  
by assaulting their common vulnerabilities?
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An expanding cyberattack surface

Use of ransomware as the cyber weapon of choice

Growing threats against critical infrastructure

https://www.forbes.com/sites/chuckbrooks/2021/04/12/3-key-cybersecurity-trends-to-know-for-2021-and-on-/?sh=618835349786


The Expanding Cyberattack Surface 
Brooks cites a combination of factors that have increased the global attack surface:

 ð 50 percent of the world’s data will be stored in the cloud by 2025.  
Steve Morgan of Cybersecurity Ventures estimates it will total 100 zettabytes  
(1 zettabyte equals 1021 bytes).

 ð The digital transformation well underway by 2020 was accelerated by 
the rapid increase in remote workers triggered by COVID-19 preventive 
measures, and it led to roughly half the US population now working at home at 
least part of the time.

 ð Millions of new home offices with relatively weak security deepened the risk.

 ð “Looking forward, a hyperconnected world could support up to 1 million 
devices per square kilometer with next generation cell phone systems 
(5G), compared with the 60,000 devices currently possible with current cell 
networks, with even faster networks on the horizon.” (2021 DNI Report)
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https://cybersecurityventures.com/the-world-will-store-200-zettabytes-of-data-by-2025/
https://cybersecurityventures.com/the-world-will-store-200-zettabytes-of-data-by-2025/
https://cybersecurityventures.com/the-world-will-store-200-zettabytes-of-data-by-2025/
https://www.dni.gov/index.php/gt2040-home/gt2040-structural-forces/technology


Ransomware Explosion 
According to the FBI, cyberattacks using ransomware have grown by 400% since  
the beginning of the pandemic, and ransomware has not remained static. This 
hackers’ weapon of choice has morphed to assume new forms. Instead of using 
phishing attacks to embed malware, “malware-free” and “Zero Day” (never before 
seen) attacks are increasingly common. For example, malware embedded in 
hardware is introduced into the network through new hardware, and it can’t be 
detected by current security infrastructure.  

Current leading solutions observe and identify anomalous behavior patterns. Alerts 
notify the security staff, whose analysis ultimately leads to those patterns being used 
to monitor and protect network traffic. That approach fails when Zero Day attacks 
inflict damage before patterns can be detected, and these attacks are happening 
much more frequently, along with “malware free” attacks also undetectable until they 
initiate destructive actions too quickly for currently deployed tools to be effective. 

Malware-free attacks now account for 51% of all cyber attacks, indicating a 
shift away from the traditional use of malware towards stolen credentials. 

CPO Magazine

https://www.insurancebusinessmag.com/us/news/cyber/fbi-sees-a-400-increase-in-reports-of-cyberattacks-since-the-start-of-the-pandemic-231939.aspx#:~:text=The%20FBI%20has%20seen%20a,email%2C%E2%80%9D%20the%20company%20said.
https://www.cpomagazine.com/cyber-security/malware-free-attacks-step-up-the-pace/
https://www.cpomagazine.com/cyber-security/malware-free-attacks-step-up-the-pace/
https://www.cpomagazine.com/cyber-security/malware-free-attacks-step-up-the-pace/


Critical Infrastructure Threatened
When massive numbers of devices are added to corporate networks, the 
number of entry points for attackers grows exponentially. The potential for 
intrusion through IoT devices grabs most of the headlines, and certainly they 
have enabled a critical new class of vulnerability. 

An equally threatening risk derives from the lack of protection given to 
operational technology (OT) that supports critical utilities, including power  
and water. Most OT has been in service for many years. Although OT 
monitoring devices have been upgraded to allow remote reading, utilities  
have not adequately secured them. Many stories detail the exposure of  
electric utilities, yet “of all the country’s critical infrastructure, water might  
be the most vulnerable to hackers: the hardest in which to guarantee  
everyone follows basic cybersecurity steps, and the easiest in which to  
cause major, real-world harm to large numbers of people,” according  
to a recent NBC News story. 

https://www.nbcnews.com/tech/security/50000-security-disasters-waiting-happen-problem-americas-water-supplie-rcna1206


Cyber Insurance Industry Threatened
The expansion of the attack surface caused by these three trends has created a 
dramatic rise in overall cyber risk. Greater aggregate risk makes it much more difficult for 
underwriters to gauge the exposure confronting an individual potential cyber insurance 
insured. Aon’s 2021 Cyber Security Risk Report concludes that “underwriters, who saw 
their cyber insurance portfolios running at a loss predominantly due to ransomware, 
recognized the critical need to better evaluate and put a higher price on cyber insurance.” 

“The cyber insurance market has been severely underpriced for many years – at least 
since I started underwriting cyber nine years ago,” says Ari Giller of Tokio Marine in 
Insurance Business. “Now, carriers have realized that there is significant exposure, and they 
need to increase their rates to commensurate. To many, these price increases seem lofty 
because, in the past, the product line has been significantly underpriced for the exposure.” 
The net result is that rates are increasing and more policies are being denied.

Some underwriters have begun limiting claims for breach events and associated costs 
to a total fixed amount in order to protect profitability. In some cases, they even apply 
co-insurance provisions that force clients to share more of the risk. Giller further says 
“with rate increases, coverage reductions, and various new limitations, we have seen a 
hardening in the cyber insurance market, and I believe that’s going to continue through 
2021. There’s going to be a lot more limit on supply in the cyber insurance market.”

https://insights.aon.com/2021-cyber-risk-report/home/
https://www.insurancebusinessmag.com/us/news/cyber/cyber-insurance-market-reacts-to-ransomware-epidemic-252394.aspx
https://www.insurancebusinessmag.com/us/news/cyber/cyber-insurance-market-reacts-to-ransomware-epidemic-252394.aspx


The insureds face other challenges. The Aon report found that 40% of organizations 
reported having inadequate network security measures deployed to manage new 
digital security implementations. “The march towards Central Processing Units 
(CPUs) and hybrid computer chips with software components is also ushering in new 
risk. Compromise one version of a chip, and a hacker now has potential access to 
thousands of organizations.”

These trends not only threaten cyber insurance customers; continued expansion of 
the cyber insurance industry as a whole is endangered. Inadequately responding to 
these trends could lead to more and more policy denials, increasingly expensive cyber 
policies with expanding claim limits, and eventually a leveling out of the cyber business. 

Finding a Needed Silver Bullet
Cybersecurity has seen a remarkable string of technological advances over the 
past two decades, yet hackers regularly continue to breach networks. Almost all the 
major attacks are initiated by state actors. “With countless covert cyber espionage 
and sabotage attacks launched to steal sensitive data and cripple an opponent’s 
infrastructure and defense systems, state-sponsored hacking operations are now 
regarded as the biggest threat to government institutions and organizations alike.” 

The potential restraint of cyber insurance growth begs a question, “Are there any  
silver bullets that can halt this declining situation?”
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https://cybernews.com/editorial/the-worlds-most-dangerous-state-sponsored-hacker-groups/


Block calls home.

Attackers import software needed to initiate an attack by 
“calling home” undetected. Existing reactive technologies must 
be augmented with proactive prevention of communications 
that set off harmful actions. 

Respond immediately to Zero Day attacks. 

Requiring recognition, analysis, and response creation for 
previously unseen attacks before deploying a response is 
unacceptable. Newer attacks start doing damage almost 
immediately, and new methods are needed to shut them down 
before they start.

Remedy instantly with a simple layer installation. 

Most new solutions require complicated deployment actions. 
Addressing rapidly growing threats means installing and 
launching new “silver bullet” security layers as rapidly as 
possible without requiring complex configuration processes.

Here are three absolute 
requirements for a silver 

bullet that can close 
gaps in the current 

cyber infrastructure:

Implementing these three requirements 
substantially reduces risk by neutralizing 

vast amounts of nefarious traffic and leaving 
cyber specialists with a more manageable 

level of remaining risk.



Leveraging the Silver Bullet
Applying a new layer of security technology will transform the dynamics of cyber 
insurance underwriting. A reduced aggregate risk environment will allow underwriters 
to develop a clearer understanding the remaining risk in each customer’s risk 
profile and to determine reasonably priced policies more confidently. The surge 
in disallowed policies, unreasonable claims limits, and co-insurance provisions will 
diminish in response to a new reality. Selling cyber insurance will begin to align with 
more traditional P&C business, and this predictability will start a new era of confident 
risk transfer for insureds and greater profitability for insurers.
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