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In a high-tech world, who doesn’t love statistics?  They are everywhere. And if 

you are in the cybersecurity industry, you are inundated with statistics daily. As 

a matter of fact, it’s a war out there. Hundreds if not more cybersecurity solution 

vendors cannot wait to share their quarterly and annual reports with their statistical 

observations, or studies parried down by industry, sector, value, realized loss, what 

450 survey respondents said and on and on and on. Does any of it matter?

Does it matter if only 30% of the ransomware-attacked healthcare industry pays the 

ransom totaling several million dollars combined?  Or is it more important that one 

French manufacturing firm’s data was ransomed for $40 million?  Why do you care?



The risk of simply browsing the internet
If you think your users are browsing the internet and risking unauthorized access to 
your network, consider the following graphic: 
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This means Google warned people nearly 4 million times on May 23rd (and that’s 
just one day) that they were accessing suspicious, potentially compromised 
websites. What happens when your employees decide to proceed to these 
websites? Exactly what you think. Unbeknownst to the user, the infected site is most 
likely trying to download malicious code to the user’s machine, usually in memory, 
cache or the systems registry. 

You might think, “Yes but Google notified them.”  Consider the below: 
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It takes webmasters too long to respond and clean infected web servers. Even 
though that is currently trending downwards, it still means the website sits infected 
for as many as 40 days with users continuing to visit.

So what? I have Anti-Virus protection.
Partly because malware evolves at a pace that the Anti-Virus (AV) industry simply 
cannot match, your AV is outdated in minutes. As long ago as 2017, SparkCognition 
predicted “The notion of detecting malware by looking for malicious file signatures 
is obsolete. Depending on which source is cited, anywhere from 300,000 to one 
million new malware files are identified every day. Kaspersky Lab says it finds 
323,000 files daily, AV-TEST claims to discover more than 390,000 new malicious 
programs every day, and Symantec says it uncovers almost a million new threats per 
day. No matter how you count it, that’s a lot of malicious software being unleashed 
into the wild day after day.”

Furthermore, Infosecurity Magazine provides a great piece saying “Another issue 
is that verifying that new files are malicious can be complex and time consuming, 
and often the malware has already evolved by then. A 2017 Cisco report no longer 
available on the internet found that 95% of malware files they analyzed were not 
even 24 hours old, indicating a fast “time to evolve.” The delay in identifying new 
forms of malware makes corporations vulnerable to serious damages.

https://www.networkworld.com/article/3191551/forget-signatures-for-malware-detection-sparkcognition-says-ai-is-99-effective.html
https://www.networkworld.com/article/3191551/forget-signatures-for-malware-detection-sparkcognition-says-ai-is-99-effective.html
https://www.infosecurity-magazine.com/opinions/malware-detection-signatures/


But I have an Intrusion Detection and Prevention System
An IDPS monitors network traffic for indications of an attack, alerting administrators to possible 
attacks. IDPS solutions monitor traffic patterns that match with known attacks. Most IDPSs 
can act against attacks by dropping connections and blocking ports or IPs. Blocking access 
from offending IP addresses is called “Blacklisting.”  This requires time consuming manual 
configuration and updating.

Herein lies an issue with solely relying on IDPSs as your network protection. Your Blacklist is 
only as good as its last update and only as good as the current status of the IPs blocked and 
IPs allowed to communicate to your network. At any given time, there are over three billion 
high-risk, non-reputable IP addresses on the internet. No one security analyst can track them 
all. Also, with companies constantly adding and removing applications and internet devices 
to their networks, the overall management effort of allowing ports and protocols from these 
changes to communicate over the internet becomes challenging.

When an employee opens a malicious file or clicks on a malicious link, they are basically 
inviting the cyber criminal onto a host computer on your network. Now the hacker can run Zero-
Day, Malware-free and File-Less, possibly legitimate processes from your machine to continue 
their campaign. Unless you can rapidly detect and determine this unauthorized communication 
between your resource and one of over three billion high-risk, non-reputable IPs, the attacker 
will conduct reconnaissance for as long as they like. It is safe to assume that almost all 
companies that have suffered recent ransomware attacks had an Anti-Virus/Anti-malware 
system and IDPS protecting their network. The attacker still won.



The trouble with modern malware
Modern malware often strikes immediately, decimating (deleting itself) in 
a short period of time. Jigsaw for example, starts deleting files within 24 
hours. HDDcryptor infected 2000 systems at the San Francisco Municipal Transport 
Agency before it was detected. Therefore, remaining vulnerable to infection while 
waiting for a protective signature is very risky. 

Another problem is that today’s advanced malware can alter its signature to avoid 
detection; signatures are created by examining the internal components of an 
object and malware authors simply modify these components while preserving the 
object’s functionality and behavior. There are multiple transformation techniques, 
including code permutation, register renaming, expanding and shrinking code, and 
the insertion of garbage code or other constructs.” 

https://www.bleepingcomputer.com/news/security/jigsaw-ransomware-decrypted-will-delete-your-files-until-you-pay-the-ransom/
https://www.bleepingcomputer.com/news/security/hddcryptor-ransomware-overwrites-your-mbr-using-ope-source-tools/


Zero-Day malware
Now you are wondering why typical end point AV solutions cannot adapt and 
prevent these phenomena? The two main culprits are Zero-Day and File-Less 
attacks. WatchGuard claims in its 2020 Q4 report that “Over 61% of malicious files 
were Zero-Day malware, meaning the malware is not detected using signature-
based protections. This is up 11 points compared to the previous quarter.”  

To explain how and why malicious cyber actors at all levels are quickly adapting this 
attack method, DarkReading.com says that according to Watchguard Technologies 
(as referenced above), signature based anti-virus success rates dropped from 
66% to 50%. The reason is: “The network security firm found that the percentage 
of malware that successfully bypassed signature-based antivirus scanners at 
companies’ network gateways has increased significantly, either by scrambling code 
— known as “packing” — using basic encryption techniques or by the automatic 
creation of code variants. In the past quarter, the share of malware using these 
obfuscation techniques has jumped to 50% of malicious programs detected at the 
edge of the network, bypassing common antivirus engines, the company found.”  
This is called Zero-Day malware. 

61%

of malicous files were 
Zero-Day malware

WatchGuard, Q4 2020

https://www.watchguard.com/wgrd-resource-center/security-report-q4-2020
https://www.darkreading.com/threat-intelligence/only-half-of-malware-caught-by-signature-av/d/d-id/1336577


File-Less and Malware-free Attacks
On the other hand, WatchGuard also reported an 888% increase in 2020 compared to 2019 in 
File-Less malware attacks. CrowdStrike also says Malware-free attacks surpassed the volume 
of malware attacks in 2020 based on data collected in 2019, saying they account for 51% of 
attacks. In an interview with CPO Magazine Chris Clements, VP of cybersecurity solutions 
firm Cerberus Sentinel, takes this definition a step further, pointing out that there is often 
confusion between the terms ‘malware-free’ and ‘file-less’.

‘I don’t let my people just surf the web on work systems.’ Maybe that’s true. But they do check 
email. And as Data Prot highlights from a 2020 Verizon report:  46% of hackers disseminating 
malware deliver it almost exclusively through email. However, that phishing attack may only be 
step one. Step two is to get your employee to click the link to a website. Now go back to the 
top of this article and start over. To make step 2 successful, hackers know most firms’ browsers 
are automatically configured to establish browser to server Port 443 HTTP-Secure (HTTPS) 
connections, hiding the Zero-Day and File-Less malicious attack in the encryption. Your typical 
AV and Firewall will not see this malicious data.

“Malware-free and File-Less attacks are two different concepts I would be 
hesitant to conflate,” he explains. “Malware-free implies the absence of any sort 
of malicious code, whereas File-Less attacks do employ malicious code, but do 
so only in computer memory never writing itself as a file to the local hard drive.”

https://www.crowdstrike.com/resources/reports/2020-crowdstrike-global-threat-report/
https://www.cpomagazine.com/cyber-security/malware-free-attacks-step-up-the-pace/
https://dataprot.net/statistics/malware-statistics/


What industries are most at risk?
Also, you may argue reason that you are a small business, not 
a secret government agency or large medical campus worth 
billions of dollars. Why would they come after you? 

It does not matter who you are, and it also does not matter 
who the threat actor is. What matters is that the threat actors 
either through incredibly low-and-slow tactics, techniques 
and procedures (TTPs), Zero-Day and File-Less attacks, or 
through supply chain attacks (inserting infected components 
during IT assembly) are everywhere, all the time. Because of 
this combination your standard host protection anti-virus, anti-
malware, and network intrusion detection solutions will not 
detect the fact you are already breached. It is only a matter of 
time before your systems start to call home. 
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https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound


Final thoughts
If Watchguard’s quarterly report says File-Less attacks are up 888%, what are 
you going to do?  What are you going to tell your CISO, CIO, CFO, CEO, BoD, or 
whomever owns risk in your company to do?  Where are you going to spend your 
limited cybersecurity budget?  

Artificial Intelligence can allow a 100% packet inspection engine to compare 
source/destination IPs to a data set of 30 years of Internet history. As IPs change 
hands and host multiple resources over time their reputations change as well. 
Artificial Intelligence can apply a zero-trust methodology and only allow packets to 
transverse into and out of your network from reputable and low-risk IP space. 

We recommend you spend less time worried about cyber press reporting 
and fear inducing statistics. Yes, it is bad out there. However, you can deploy 
a solution that, regardless of the type of attack, when it attempts to call out, 
call home, call to its command-and-control server; it will be stopped in its 
tracks and the attack will be disrupted.



As cyber criminals constantly move throughout the Internet, their tools 
must still “call-home” or “call-back” to gain their secondary instructions. 
When your employees click on malicious links or open malicious files, 
they become part of the problem by inviting the cyber criminal onto 
your network on a system from which to operate. Now the malicious 
cyber actor can enjoy deploying zero-day, file-less and malware-less 
tools to “call-home” and get the rest of the damaging tools needed 
to steal your data, encrypt your data, and hold your data for ransom. 
Artificial intelligence integrating packet inspection against these 
communication path’s of the adversary source IPs based on risk  
analysis and history can help you tremendously. 

Don’t drown yourself in cyber statistics, just protect your network.  
If you need help, our team of security experts are here.
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